


Secrets of
the Little Blue Box

by Ron Rosenbaum

A slory so incredible;t may erell make you feel sorry lor the phofle company

The Blue Box Is Introduced:
Its Qualities Are Remarked

t am in the expensively furnished living room of AI
Gilbertson·, the creator of the "blue box:' Gilbertson is
holding one of his shiny black·and·llilver "blue boxes"
comfortabl:r in the palm of his hand. pointing out the
thirteen little red push buttons sticking up (rom the
console. He is dancing his finger over the button!!. tap
pinr out discordant beepinJr electronic jingles. He is tr:r
ing to explain to me how his little blue box does nothing
less than place the entire telephone 8.rstem of the world.
satellite.II, cables and all. at the sen'ice of the blue-box
operator. free of charge.

"That's what it does. Essentially it gives you the power
of a super operator. IOU seize a tandem with this top
button," he presses the top button with his index finger
and the blue box emits a high-pitched cheep, "and like
that"---eheep goes the blue box again-"You control the
phone compltn)·'s long-distance switching systems from
yOUI' cute little Princess pholle or allY old pay phone. And
you've gol anonymity. An operator has to operate from
a definite location: the phone company knows where she
is and what she's doing. But with your beeper box, once
you hop Ollto a trunk, say from a Holiday Inn 800 rtoll
free] number, the)' don't know where you are. or where
you're coming from. they don't know how you slipped
into their lines and popped up in lhat 800 number. The)'
don't e\·en know anything illegal is going on, And you
can obscure yOUr origins through as many levels as you
like, IOU can call next door b)' way of White Plains, then
o\'er to Liverpool b)' cable, and then back here by llatel
lite. You can call yourself from one pa:r phone all the way
around the world to a pa)' phone next to you, And you get
)'our dime back too."

., And they can't trace the calls! They can't charae
:rou!"

"Not if you do it the right wa:r. But ,rou'll find that the
free-eallthing isn't really as exciting at first as the feel
ing of power )'ou get from ha\'ing one of these babies
in your hand. I've watched people when they first get
hold of one of these thing~ and start using it, and dis
cover they can make conneetions, set up crisscross and
zigzag switching patterns back and forth across the
world. They hardly talk to the I)eol)le t.hey finally reach,
They ll.ay hello and ll.tart thinking of what kind of call
to make next. They go a Iitlle crazy." He looks down at
the neat little package in his palm. His fingers are still
dancing, tapping out beeper patterns.

"I think it's something to do with how small my model

~I"l!al IIGt1Ul .110. bffl' dOll"efl.

lire, There are lots of blue boxes around, but mine are
the smallest and most sophisticaletl electronicall:r, I wish
I could show you the protoh-pe we made for our big
$yndicate order."

He sighs. "We had this order for a thousand beeper
boxee from a syndicate front man in Las "egas. They
use them to place bets C08st to coast. keep 'Jines open
for hours, all of which can get expensh"e if you ha\'e
to par. The deal W83 a thousand blue boxes for $300
apiece. Before then we retailed them for SI.5OO apiece.
but $300.000 in one lump was hard to turn down. We had
a manufacturing deal worked out in the Philippines,
Everything read)' to go. Anyway, the model I had read)'
for limited mass production was small enough to fit in
side ll. flip-top :'olarlboro box. It had flush-touch panellS for
II keyboard. rather than these unsighll)' buttons stickinr
out. Looked just like a tin)' portable radio. In fact. I had
designed it with a tin,r transistor receh'er to get olle AM
chllnnel. so in case the Illw became suspicious the owner
could ll.witch on the radio part. start snapping his fingers,
and 110 one could lell an)'thing illegal was going on. r
thought of e\·er:rthing for this model-I had it lined with
a band of thermite which could be igniled by mdio signal
from a tiny button transmitter 011 your belt. so it could
be burned to ashes instantly in case of a bust. It was
beautiful. A beautiful little machine. You should ha\'e
seen the faces on these syndicate guys when they came
back after trying it out. They'd hold it in their palm
like the)' lIe\"er wanted to let it go. and ther'd say. 'I can't
belie\'e it. I can't believe it.' You probabl)' won't believe
it until you try it."

The Blue Box Is Tested:
Certain Conned ions Are Made

About eleven o'clock two nighta later Fraser Lucey has a
blue box in the palm of his lefL hand and a phone in the
palm of his right. He is standing inside a phone booth
nexL to an isolated shut-donn molel off Highwa)" 1. I am
!ltanding outside the phone booth,

Fraser likes to show off his blue box for people. Until
a few weeks ago when Pacific Telephone made a few
l1rrestJI in his cit)" Fraser Lucey liked to bring his blue
box'· to parties. It never (ailed: a few cheeps from his
device and Fraser became the center of attention at the
very hippest of gatherings, pla)'ing phone tricks and
doing request numbers for hours. He began to take
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orders for his manufacturer in Mexico. He became a
dealer.

Fraser is cautious now about where he shows off his
blue box. But he ne\-er gel!l tired of pJa);ng with it. "It's
like the first time every time," he tells me.

Fraser puts a dime in the slot. He listens for a tone
and holds the recei\'er up to my ear. I hear the tone.

Fraser begins describing, with a certain practiced air,
what he does while he does it.

"I'm dialing an 800 numbel' now. Any 800 number will
do. It's toll free. Tonight I think I'll use the ~ ~ - - - [he
names a well-known rent-a~ar compan)'] 800 number.
Listen. It's ringing. Here. you hear it? ~ow watch."

He places the blue box over the mouthpiece of the
phone so that the one silver and tweh'e black pu.!h
buttons are facing up toward me. He presses the silver
button-the one at the top-and I hear that high.pitched
beep.

"That's 2600 cycles per lI~nd to be exact," says
Luce}'. "~ow, quick, listen."

He shoves the earpiece at me. The ringing has van·
ished. The line gives a slight hiccollgh, there is tI sharp
buzz, and then nothing but soft white noise.

"We're home free now," Lucey tells me, taking back
the phone and app!)'ing the blue box to its mouthpiece
once again, "We're up on a tandem, into a long-lines
trunk. Once you're up on a tandem. you can send )'ourself
anywhere )'ou want to go." He decide!! to check out Lon·
don first. He chooses a certain pa)' phone located in
Waterloo Station, This particular pa:r phone is popular
with the phone-phreaks network because there are usu
ally people walking b)' at all hours who will pick it up
and talk for a while.

He presses the lower left·hand corner button which is
mArked "KP" on the face of the box.

"That's Key Pulse. It tells the tandem we're ready to
give it instructions, First I'll punch out KP 182 START.
which will slide us into the overseas sender in White
Plains." I hear a neat c1unk-cheep_ "I think we'll head
over to England by satellite, Cable ill actually futer and
the connection is somewhat better, but I like going by
satellite. So I just punch out KP Zero 44, The Zero
ill supposed to guarantee a satellite connection and 44 is
the countt")' code for England. Okay ... we're there. In
Liverpool actually, Kowall I have to do is punch out the
London area code which is I, and dial up the pay phone.
Here, listen, I've got a ring now."

I hear the soft quick purr-purr of a London ring. Then
someone picks up the phone. "Hello," says the London
\-oice.

"Hello, Who's this !" Fraser asks.
"Hello. There's actually nobod~' here, I just picked this

up while I was passing b)-. This is a public phone. There'll
no one here to answer actually,"

"Hello. Don't hang up, I'm calling from the United
States."

··Oh. What is the puq)Q::le of the call? This is a public
phone you know."

';Oh. You know. To check out, uh. to find out what's
going on in London. How is it there?"

"It's five o'clock in the morning. It's raining now:'
"Oh, Who are )'ou?"
The London passerb)' turns out to be an R.A.F. enlistee

on his wa)' back to the base in Lincolnshire. with a
terrible hango\'er after a thirt)'·six-hour pass, He and
Fraser talk about the rain, They agree that it's nicer
when it's not raining. They sa)' good·b)'e and Fraser
hangs up, His dime returns with a nice clink,

"Isn't that far out." he says grinning at me, ·'London.
Like that."

Fraser squeezes the little blue box affectionRtely in his
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palm, "I told )'a this thing is for real. Listen, if you don't
mind I'm gonna try this girl I know in Paris. t usually
give her a call around this time. It freaks her out. This
time I'll use the - - - -. Ca different rent-a-ear company)
800 number and we'll go by overseas cable, 133: 33 is the
country code for France. the I sends you by cable. Oka)',
here we go, . , , Oh damn. Busy. Who could she be talking
to at this time!"

A state poliee car cruiscsslowl)' by the motel. The car
does not stop. but Fraser get.s nervous. We hop back into
his car and drive ten miles in the opposite direction until
we reach a Texaco station locked up for lhe night, We
pull up to a phone booth by the tire pump. Fraser dashes
inside and tries the Paris number. It is busy again.

"I don'l understand who she could be talking to, The
circuits may be buS}', It's too bad I ha\'en't learned how
to tap into Jines oyerseas with this thing yet:'

Fraser hegins to phreak around. as the phone phreaks
say. He dial. a leading nationwide charge card's 800
number and punches out the tones that bring him the
Time recording in Sydney, Australia. He beeps up the
Weather recording in Rome, in Italian of course. He call~

a friend in Boston and talks about a certain over·the
counter stock they are into heayily. He finds the Paris
number busy again, He calls up "Dial a Disc" in London.
and we listen to Double Barrel by David and Ansil Col.
Iins, the number"One hit of the week in London, He calls
up a dealer of another sort and talks in code, He calls up
Joe Enlrressia. the original blind phone-phreak genius,
and pays his respects. There are other calls. Final!)'
Fraser gel!l through to his young lady in Paris, They
both agree: the circuits must have been busy, and criticize
the Paris telephone system. At two.thirty in the morning
}o'raser hangs up. pockets his dime. and drives off, steer
ing with one hand, holding what he calls his "lovely litlle
blue box" in the other,

You Can Call Long Distsnce (or
Less Than You Think

"You see, a few )'ears ago the pbone compan)' made one
big mistake." Gilbertson explains two da)'s later in his
apartment. "The)' were careless enough to let some
technical journal publish the actual frequencies used to
create all their multi.frequency tones. Just a theoretical
article some Bell Telephone Laboratories engineer WI!Jl

doing about switching theory, and he listed the tones
in passing. At ,- - - - fa well-known technical schoolJ I
had been fooling around with phones for several years
before I came across a copy of the journal in the engi.
neering librar)'. I ran back to the lab and it took maybe
tweh-e hours from the time I sal" that article to put to
gether the first workinr blue box. It was bigger and
clumsier than this little baby. but it worked."

It's all there on public record in that technical journal
written mainly by Bell Lab people for other telephone
engineers. Or at least it was public, "Just try and get a
copy of that issue at lIome engineering-school Iibrar)'
now, Bell hal had them all red,tagged and withdrnwn
from circulation," Gilbertson tells me,

"But it's too late. It's all public now. And once they
became public the technolog}' needed to create )'our own
beeper device is within the range of any twelve-year-old
kid. any tweh'e-year"Old blind kid as a matter of fact.
And he can do it in lu.s than the twehe huul'$ it took us,
Blind kids do it all the time, They can't build anything
as precise and compact as my beeper box, but theirs can
do Mll}'1.hing mine can do:'

"How?"
"Okay, About twent)' years ago A,T. 'T. made a multi

billion-dollar decision to operate its entire long~istance

switching system on twelve electronically generated



combinations of six master tones. Those Kre the tones
)'ou sometimes hear in the background after )'ou've
dialed a long-distance number. They decided to use some
ver)' simple tones-the tone for each number is just two
fixed single-frequency tones played simultaneously to
create a certain beat frequency. Like 1300 crcles per
second and 900 crcles per second pla;yed together give
you the tone for digit 5. :Sow. what some of these phone
phreaks have done is get themselves access to an electric
organ. Any cheap family home-entertainment organ.
Since the frequencies are public knowledge now---one
blind phone phreak has even had them recorded in one of
those talking books for the blind-the)' just ha\-e to find
the musical notes on the organ which correspond to the
phone t-ones. Then they tape them. For instance, to get
i\la BeU's tone for the number 1. you press down organ
keys F.l and A.l [900 and 700 c~-cles per second] at the
same time. To produce the tone for 2 it's F~ and ~ [1100
and 700 c.p.s). The phone phreaks cireulate the "'hole
list of notes so there's no trial and error an;rmore:'

He shows me a list of the rest of the phone numbers
and the two electric organ keys that produce them.

"Actually, )'ou ha\'e to record these Dotes at 33 .j

inche.~-per-lleCOndtape ~peed and double it to 7l.:! inche.~

per-second when )·ou play them back, to get the proper
tones," he adds.

"So once )'OU ha\'e all the tones recorded, how do )'OU
plug them into the phone a)'stem 1"

"Well, they take their organ and their cassette re
corder, and start banging out entire phone numbers in
tones on the organ, including country codes, routing
instructions, 'KP' and 'Start' tones. Or. if the)' don't
have an organ, someone in the phone-phreak network
sends them a cassette with a1l the tones recorded, with
a voice saying 'Number one.' then you ha\'e the tone,
'Number two,' then the tone and lK) on. So with two
cas..'1ette recorders they call put together a series of phone
numbers by switching back and forth from number to
number. Any idiot in the country with a cheap cassette
l'ecorder can make all the fl'ee calls he wants."

"YOIl mean )'011 just hold the cassette recorder up to
the mouthpiece and switch in a series of beeps you've
recorded? The phone thinks that an)·thing that makes
these tones mUst be it! own equipment?"

"Right. As 10llg as you get the frequency within thirty
c)'cles per se<:olld of the Ilhone company's tones, the phone
equipment thinks it hears its own voice talking to it. The
original granddadd)' phone phreak was this blind kid with
perfect pitch. Joe Engressia. who used to whistle into the
phone. An operator could tell the difference between his
whistle and the phone company's electronic tone gener
ator, but the phone compan)"s switching circuit can't tell
them apart. The bigger the phone compan)' gets and the
further away from human operators it gets, the more
vulnerable it becomes to all .orb of phone phreaking."

A Guide for the Perplexed

"But wait a minute," I stop Gilbertson. "If evet)-t.hing
:rou do sounds like phone-compan)' equipment. wh;r
doesn't the phone compan}' charge you for the call the
wa)' it charges its own equipment 1"

"Okay. That's where the 2600-e)'cle tone comes in. I
better start from the beginning."

The beginning he describes for me is a vision of the
phone s;rstem of the contlRent as thousands of webs. of
long-line trunQ radiating from each of the hundreds of
toll switching offices to the other toll switching offices.
Each toll switching office is a m\'e compacted of thou·
sands of long~istancetandems constantly whistling and
beeping to tandems in far-off toll switching offices.

The tandem is the ke)' to tbe whole lS)'Stem. Each

tandem is a line with lKlme relays with the capability of
signaling any other tandem in any other toll switching
office on the continent, either directly one-to-one or b)'
programming a roundabout route through several other
tandems if all the direct routes are busy. For instance.
if you want to call from Xew York to Los Angeles and
traffic is hea"}' on all direct trunk5 between the two cities,
your tandem in New York is programmed to try the next
best route. which may send you down to a tandem in New
Orleana. then up to San Francisco, or down to a New
Orleans tandem, back to an Atlanta tandem. O\'er to an
Albuquerque tandem and finally up to Los Angeles.

When a tandem i not being used. when it's sitting
there waitinlf for someone to make a long~istance call.
it whistles. One side of the tandem, the side "fadng"
}'our home phone. wbistles at 2600 cycles per second
toward all the home phones sen.;ced by the exchange,
telling them it is at their service. should they be inter
ested in making a long-distance call. The other side of the
tandem is whistling 2600 c.p.s. into one or more long
distance trunk lines. telling the rest of the phone system
that it is neither sending nor receiving a call through
that trunk at the moment. that it has no use for that
trunk at the moment.

When you dial a long-distance number the first thing
that happens is that .you are hooked into a tandem. A
register comea up to the side of the tandem facing away
from you and presents that side with the number )'OU

dialed. This sending side of the tandem stops whistling
2600 into it! trunk line. When a tandem stops the 2600
tone it has been sending through a trunk. the trunk is
aaid to be "seized," and is now readr to carry the num
ber you have dialed--con\'erted into multi-frequency
beep tones-to a tandem in the area code and central
office you want.

:Sow when a blue·lxJx opel'aWI' wants to make a call
from New Orleans to New York he starts by dialing the
800 number of a compan~f which might happen to have
ita headquarters in Los Angeles. The sending side of the
New Orleans tandem gtops sending 2600 out over the
trunk to the central office ill Los Angeles. thereby seizing
the trunk. Your New Orleans tandem begins sending
beep tones to n tandem it bna discovered idly whistling
2600 cycles in Los Angeles. The receiving end of that
L.A. tandenl is seized, stops whistling 2600, listens to the
beep tones which tell it which L.A. phone to ring. and
starts rinJtinJt the 800 number. Meanwhile a mark
made in the 1'\ew Orleans office accounting tape notes
thai <t call (Will your New Orleans phone to the 800
number in L.A. has been initiated and gives the call a
code number. E\'er~'thing is routine so far.

But then the phone phreak presses his blue box to the
mouthpieee and pushes the 2600-c)'cle button, sending
2600 out from the :Sew Orleans tandem to the L.A. tan
dem. The L.A. tandem notices 2600 cycles are coming
over the line again and a.ssumes that ~ew Orleans has
hung up because the trunk is whistling as if idle. The
L.A. tandem immediately ceases ringing tbe L.A. 800
number. But as 800n as the phreak takes his finger off
the 2600 button, the L.A. tandem assumes the trunk is
once again being used because the 2600 is gone, so it
HiStens for a new serie8 of digit tOiles-to find out where
it must send the call

Thus the blue-box operator in Xew Orleans now is in
touch with a tandem in L.A. which is waiting like an
obedient genie to be told what to do next. The blue-box
owner then beeps out the ten digits of the ~ew York
number wbich teU the L.A. tandem to rela}' a call to ::\'ew
York City. Which it promptl)' does. As 800n as }'our
party picks up the phone in Xew York. the side of the
:-:ew Orleans tandem fadng )"ou stops sending 2600
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~)'cles to you and starts carrying his voice to you by way
of the L.A. tandem. A notation is made on the accounting
tape that the connection has been made on the 800 call
which had been initiated and noted earlier. W"hen you
stop talking to Xew York a notation is made that the
800 can has ended.

At three the next morning, when the phone company's
accounting computer starts reading back o"er the mas·
tel' accounting tape for the past da)', it records that
a call of a urtain length of time was made from your
Xew Orleans home to an L.A. 00 number and. of
course, the accounting computer has been trained to
ignore these toll-free 800 calls when compiling your
monthly bill.

"All the)' can prO"e is that )'ou made an 800 toll-free
call," Gilbertson the inventor concludes. "or course, if
)'ou're foolish enough to talk for two hours on an 800
call, and the)"ve installed one of their special anti-fraud
computer programs to watch out for such things. the)'
may spot you and ask )'OU why you took two hours talk~

ing to Arnl)" Recruiting's 800 number when )'ou're 4,F,
But if you do it from a pay phone. they mall disco\'er
something peculiar the next day-if lheY"'e got a blue
box hunting program in their eOlnl)uler-out. You'll be
a long t.ime gone from the pay phone by then, Lsing a
pa)' phone is almost guaranteed safe:'

"What about the recent series of blue-box arrests all
acrOll;S the countr)'-Xew York, Cleveland, and so on'"
I asked. "How were they caught 80 easily?"

"From what I can tell, the)' made one big mistake:
the)" were seizing trunks using an area code plus 55.')
1212 insteAd of an 800 number. Csing 555 is easy to de
tect because when )'ou send multi.frequency beep tones
off 555 )'ou get a charge for it 011 Jour tape and the ae
countinj;t computer knows there's something wrong when
it tries to bill )'OU for a two-hour call to Akron, Ohio,
information, and it drops a trouble card which goes right
into the hands of the security agent if they're looking for
blue-box users.

"Whoe\'er sold those guys their blue boxes didn't tell
them how to use them properl~', which is faid}' irrespon
sible, And they were fairI.r stupid to use them at home
all the time,

"But whAt those arrests really mean is that an awful
lot of blue boxes are flooding into the country and that
people are finding them so easy to make that they know
how to make them before the~' know how to use them.
iUs Rell is in trnuble,"

And if a blue-box operator or a cassette-recorder
phone phreak sticks to pay phones and 800 numbers,
the phone company can't stop them?

":\ot unless the;r change their entire nationwide long
lines technology, which will take them a few billion
dollars and twent)· years, Right now they call't do a
thing. They're screwed."

Captain Crunch Demonstratet His Famous Unit

There is an underground telephone network in this coun·
try. Gilbertson disco"ered it the very dAr news of his
acti"ities hit the papers. That e"ening his phone began
ringing. Phone phreaks from Seattle, from Florida,
from Xew York, from San Jose, and from Los Angeles
began calling him and telling him about the phone
phreak network. He'd get a call from a phone phreak
who'd say nothing but, "Hang up and call this number."

When he dialed the number he'd find himself tied into
a conference of a dozen phone phreaks arrAnged through
a quil'ky switching station in British Columbia. They
identified themselves as phone phreaks. they demon
strated their homemade blue boxes which they called
"l\f-F-ers" (for ';multi-frequenc~""among other things)
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for him, they talked shop ahout phone·phreak devices.
They let him in on their seerets on the thcol')' thal if the
phone company was after him he must be trustworthy,
And. Gilbertson recalls, the)' stunned him with tbeir
teehnical sophistication,

I ask him how to get in touch with the phone-phreak
network. He digs around through a file of old schematics
and comes up with 300ut a dozen numbers in three
widely separated area codes.

"Those are the renters," he tells me, Alongside some
of the numbers he writes in firllt names or nicknames:
nAmes like Captain Crunch, Dr. :So, Frank Carson (also
a code word for free call), :1Iart~· Freem3n (code word
(or :\I-F de';ce), Peter Perpendicul3r Pimple, Alefnull.
and The Che..~hire Cat. He makes checks alongside the
names of those among these top tweh'e who are blind.
There are fi"e checks,

1 ask him who this Captain Crunch person is.
"Oh. The Captain. He's probably the most legendary

phone phreak. He calls himself Captain Crunch after the
notorious Cap'n Crunch 2GOO whistle." (Several ~'ears

ago, Gilbertson explains, the makel's of Cap'n Crunch
bl·cakf:l.st cereal offered a toy-whistle prize in every box
as n tr~at for the Cap'n Crunch set. Somehow a phone
phrenk dillcO\'el'ed that the toy whistle just happened to
produce a perfect 2600-cycle tone, When the man who
calls himself Captain Crunch was transferred owrseas to
England with his Air Force unit, hc would receive scores
of calls from his friends and "mute" them-make them
free of charge to them-b~' blowing his Cap'n Crunch
whiMle into his end.)

"Captain Crunch is one of the older phone phreaks."
Gilbertson tells me. "He's an engineer who once got in A
little trouble for fooling around with the phone. but he
can't stop. Well, this guy drh-es across country in a
VolkSWAgen "an with an entire switchboard and a com·
puterized super-sophisticated 1t-F-er in the back. He'll
pull up to a phone booth on a lonely highwa~' somewhere.
snake a cable out of his bus, hook it onto the phone and
sit for hours. days sometimes. sending calls zipping back
and forth Jlcross the country, All over the world, .. ,"

Back at m)' motel, 1 dialed the number he ga"e me for
"Captain Crunch" and asked (or G - - • - T - - _•• , his
real name, or at least the name he uses when he's not
dashing into a phone booth beeping out M·F tones faster
than a sl>eeding bullet, and zipping phantomlike through
the phone compan)"s long.distance lines.

When G - - - - T ~ - - - - answel'cd the phone and 1 told
him I was preparing a story for Esquire about phone
phreaks, he became \'ery indignant,

"I don't do that, I don't do that Anymore at all. And if
I do it, I do it for one reason and one reason only. I'm
learning about a system. The phone company is a System.
A computer is a System. Do )'ou understand! If I do
what I do, it is on!)' to explore a S)'stem. Computers.
S)'stems. That's my hag, Tbe phone compan)' is nothing
but a computer."

A tone of tightl), restrained ucitement enters the
Captain's "oice when he starts tAlking about S)'stems.
He begins to pronounce each Jl)'lIable with the hushed
deliberation of an obscene caller.

")1.11. Bell is a system I want to explore. It's a beau
tiful system, you know, but :\Ia Bell screwed up. It's
terriule hecau!!e :\Ia Bell is such a beautiful system. out
she llCrewed up. I learned how lIhe !K'rewed up from A
couple of blind kids who wanted me to build a device, A
certain device. They said it could make free calls. I
wasn't interested in free calls. But when these blind kids
told me I could make calls into a computer, my eyes lit
up. I wanted to learn about computers. J wanted to learn
ubout )10. Bell's computers. So 1 built the little devicc,



Only I built it wrong and Ya Bell found out. ~Ia Bell
call detect things like that. ::\Ia Bell knows. So I'm strictly
out of it 1I0W. I don't do iL Except for learning pur
poses." He pauses. "So :rou want to write an article. Are
you paying fOI' this cull? Hang up llnd call this, number.""

Hc gives me a number in an llren codc fI thou!<IlllJ miles
north of his own, I dial the number.

"Hello again. This is Captain Crunrh. You are llpeak
ing to me on a toll-free loop-around in Portland. Oregoll,
Do you know what a toll·free loop.around is! 1"11 tell
~·ou."

He explains to me that almost e\'e~' exchange in the
countr:r has open t@!'It numbers which allow oth@r ex
changes to test their connections with it. ::\Iost of th@se
numbers ()('Cur in consecutive pairs, surh 8S 302 956-00·11
and 956-00·12. Well. certain phone phrenks discovcl'cd
that if two people fl"om anywhere in the country dial
those two consecuti\'e numbel"S they can talk togethel'
just us if one had called the othel"~ number. with no
charge to either of them. of course.

"Your \'oice is looping around in a 4A switching ma
chine up there in Canada, zipping back down to me," the
Captain tells me. "::\I:r voice is looping around up there
and back down to you. And it can't e\'er cost an.rone
money. The phone phreaks and 1 ha\'e compiled a list of
many many of these numbers, You would be surprised
if you saw the list. I could sbow it to you, But 1 won't.
I'm out of that now. I'm not out to screw :\Ia Bell, J know
bettel', If I do anrthing it's for the pure knowledge
of the System. You can leam to do fantastic things.
Have :rou ever heal"d eight tandems stacked up? Do you
know the sound of tandems stacking and unst8cking?
Gi\'e me your phone number. Oka)·. Hang up now and
wait a minute."

Slightly less than a minute later the phone rang and
the Captain was on the line, his \'oice sounding far more
excited, almost aroused.

""J wanted to show you what it's like to stack up tan
dems. To stack up tandems." (\Vhene\'er the Captain
says "stack up" it sounds as if he is licking his lips.)

"How do you like the connection you're on now?" the
Captain a.!:lk!" me. "It's a -raw tandem. A TOW tandem.
Ain't nothin' up to it but a tandem. ~ow I'm going to
show )'ou what it's like to stack up. Blow off. Land in a
farawll)' place. To stack illat tandem up, whip back and
forth across the countr)' a few times. then shoot on up
to Moscow.

"Listen:' Captain Crunch continues. "Listen, I've got
a line tie on m)' switchboard here. and I'm gonna let
)-OU hear me stack and unstack tandems. Listen to this.
I'm gonna blow your mind:'

First 1 hear a SUI>cr rapid·fil·e pulsing of the flutelike
phone tones, then a pause, then another popping buri'lt of
tones, then another, then another. Each burst is followed
b)' a beep--kachink sound.

"We hlwe now !ltaeked up four tandems." said Captain
Crunch. sounding somewhat remote. "That's four tan
dems stacked up. Do ,lo'OU know what that mean ? That
means I'm .....hipping back and forth. back and forth
twice. arr'O$s the country, before roming to you. l\-e
been known to stack up twent,lo' tande.m.s at a time. ~ow,

just like I said. I'm going to shoot up to :\Ioscow:'
There is a new, longer series of beeper pulses over the

line, a brief silence, then a ring.
"Hello," answers l! (l;Ir-off voice.
"Hello. Is this the American F:mbllSsy )!oscow?"
"Yes, sil"o Who is this calling?" says the voice.
"Yes. This Is test board here in ~ew York. We're call·

ing to check out the circuits, see. what kind of lin~ :rou'\'e
got. E\'er)1hing oka)' there in :Moscow!"

"Okay'!"

"Well. )'es, how are things there?"
"Oh. Well, everything okay, I guess."
"Oka)', Thank you." They hang up, leaving a confused

series of beep-kachink sounds hHngin$! in mid·ether in
the wake of the rall before dissolving away.

The Captain ill pleased. "You uelieve me now, don't
you? Do you know \vhat I"d like to do? I'd like to call up
your editor at Esquire and sho\\' him jl/st what it sounds
like to stack and unst8r-k tandems, I'U gi\"e him a show
that will hlm/' hi. mind. What's hig number:'''

I a....k the Captain what kind of de\'ice he wa.~ u..ing to
accomplish all his feats. The Captain i~ pleased at the
question.

"You could tel1 it was spet'ial. rouldn't )'ou? Ten pulses
per second, That's faster than the phone company's
equipment. Believe me, this \1nit is tile mosl fumous unit
in the coulltry, There is no other unit like it. Relie\'e
me."

"Yes. I'n!: heal"d about it. Some other Ilhone phl'eab
have told me about it:'

"They have been referring to my. ahem. unit? What is
it ther said? JU!lt out of curiosit)·, did the~' tell you it
W88 a highly sophisticated computer-ol>crated unit, with
acoustical roupling for recei\'ing outputs and a switeh
board with multiple-line-tie capability? Did the,lo" tell you
that the frequenr,lo' tolerance is guaranteed lo be not
mOI'e than .05 percent? The amplitude tolerance les!! than
.01 decibel? Those IlUl!les you heard were perfect. The~'

jUllt (:ome faster than the phone company. Tho!'e were
high-preci!!ion op-limps. Op-amps are instrumentlltion
amplifiers designed for ultrl\-stable amplification. super
low distortion and accul'ate frequency response. Did the.r
tell you it can operate in temperatures from _;);>°C to
..;..12;>cC?"

I admit that they did not tell me all that,
"1 built it m)'self:' the Captain goes on, "If ~'OU \\ere

to go out and buy the components from an industrial
wholC1laler it would cost ~'OU at least $1,;>00. I once
worked for a semiconductor compan)' and all this didn't
cost me a cent. Do )'011 know what I mean? Did they tell
~'Otl about how I put a call comilletely around the world?
I'll tell you how I did it. t :\I-f··ed Tokyo inward. who
connected me to India. India connected me to Crecce,
Greece connected me to Pretoria, South Africa. South
Africa connected me to South America. I went from
South America to London. I had a London operator wn
nect me to a ~ew York operator, I had ~ew York connect
me to a California operator who rang the phone ne-xt to
me, :s'eedle to sa) I had to 1>.lIout to hear myself. But
the echo was far out. Fantastic. Delayed. It was delayed
twenty seconds, but J could hear myself talk to myself."

"You mean you were speaking into the mouthpiece of
one phone sending ~'our voice around the world into your
ear through a phone on the other side of rour head?"" I
asked the Captain. J had a vision of something vaguely
autoerotic going on, in II. 4::omplex electronic WII.~·.

"That's right," said the Captain. "I\'e also sent my
\'oice around the world one wa,lo·. going ea.!"t on one phone,
and going west on the other, guing through cable one
war, satellite the other, coming baek together at the
same time. ringing the two phones simultaneously and
picking them up and whipping my voice both wa:rs
around the world back to me, Wow. That Wall a mind
blower."

"You nlean ~'ou sit there with both phone!! 011 your
ear lind talk to ~'our8l!lf around the world." I said
inrredulous.I}'.

"Yeah. L"m hum, That's what J do. I connect the phones
together and sit there and talk."

"What do :rou sa,lo'! What do you sa)' to )'ourself when
)'ou're connected?"



"Oh, you know. Hello test one two three," he sars in
a low-pitched voice.

"Hello test one two three." ht> replieg to himself in tI

high-pitched '·oire.
"Hello test one two three:' he repeal:!! again. low

pitched.
"Hello test one two three," he replies. high-pitched.
"I ~metimes do this; Hlll'l hello It.Ut} hello. Itelin,

hello," he trails off and breaks into laughter.

Wh~ Captain Crunch Hard!) E"er
Taps Phones Anymore

Csini' internal phone-eompan~- codes, phone phreaks
ha"e learned a imple method for tapping phones. Phone
company operators have in front of them a board that
holds \'erification jacks. It allows them to plug into con
\'ersations in case of emergenc)'. to listen in to a line to
determine if the line is busy or the circuits are busy.
Phone phreaks ha\'e learned to beep out the codes which
lead thcm to a \'erificntion 0llerfltor, tell the verifica
tion operator they are switchmen from some other area
code testinj{ Ollt verificatioll trunki:\. Once the operator
hooks them into the "erification trunk, the.\" disappear
into the board for all practical purposes, slip unnoticed
into allY one of the 10.000 til 100,000 numbers in that
central office without the "erification operator knowing
what they're doing. and of course without the two par
ties to the conneetion knowing there is a phantom
listener present on their line.

Toward the end of m~- hour-long first con\'ersation
with him, I asked the Captain if he e\'er tapped phones.

"Oh no. I don't do that. I don't think it's right," he
told me firmly. '" ha"e the power to do it but' don'\.. _.
Well one time, just one time, I ha'-e to admit that I did.
There wa thi girl Linda. and I wanted to find out ...
.\-ou know_ I tried to call her up for a date. I had a date
with her the la",t weekend and I thought he liked me.
I called her up. man. and her line was bUily. and I kept
('ailing and it was !Itill bU!l)-. Well, I had just learned
about thi s)'stem of jumping into lines and I said to
myself, 'Jimmm. Why not just see if it works. It'll sur
prise her if all of a sudden I should pop up on her line.
It'll impress her, if anything: So I went ahead and did
it. I )I-F-ed into the line. :'oIl" :'ol-F-er is powerful enough
whell patched directly into the mouthpiece to trigger a
verification trunk without using nn operator the war
the other phone phreaks ha\'e to.

"I slipped into the line and there she was talking to
another boyfriend. )Iaking sweet talk to him. I didn't
make a sound because I was so disgusted. So I waited
there for her to hang up. listening to her making sweet
talk to another gUl·. You know. So as soon as "'he hung
up I instantly )I-F-ed her up and all 1 said was, 'Linda,
we're through.' And I hung up. And it blew her head
off. She couldn't figure out what the hell had happened.

"But that was the only time. I did it thinking I would
surprise her. impres..s her_ Those were all m,- intentions
were, and well. it rcall)- kind of hurt me p....ett)· badly,
and ... and ever since then I don't go into "erification
trunks:'

:'Iloments later my first com-eru.tiOIl with the Captain
comes to a close_

"Listen," he sa;)"s, his spirits somewhat cheered,
"listen. What you are going to hear when 1 hang up is
the sound of tandems unstacking. La.rer after larer of
tandems unstacking until there's nothing left of the
staCk, until it melts awa.r into nothing. Cheep, cheep,
cheep, cheep," he concludes, his voice descending to a
whisper with each cheep.

I-Ie hangs up. The phone suddenly goes into four
spasms; knchink cheep. Kachink cheep knchink cheep
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kachink cheep, and the complex connection has wiped
it.."Ielf out like the Cheshire cat's smile.

The )IF Boogie Blues

The next number I choose from the select list of phone
phreak illuminati prepared for me bl" the blue-box in
,-enlor is a ),Iemphis number. It is the number of Joe
Engressia, the first and still perhaps the most accom
pli,\!;bed blind phone pbreak.

Three )-ears ago Engre...«sia was a nine-da;r wonder in
newspapers and magazines all o,-er America because he
had been discoyered whistling free long-distance con
nection for fellow students at the Cni\'ersity of South
Florida. Engresgia was born with perfect-pitch: he
could whistle phone tones better than the pholle-company
equipment.

Engressia might have gone on whistling in the dark
for a few friends for the rest of his life if the phone
company hadn't decided to expose him. Jle was warned.
disciplined b)' the college, and the whole case became
public. III the months following media reports of his
talent, Engressin began receiving strange culls. Thel'e
were cRlls from a group of kids in Los Angeles who
could do some very strange things with the quirky Gen
eral Telephone and Electronics circuitry in L.A. sub
urbs. There were calls from a xrou!> of mostly blind kids
in - - - -. California_ who had be€n doing some interesting
experiments ,\ ith Cap'n Crunch whistles and tc.st loops.
There was a ~roup in !'eattle. a ,roup in Cambridllc,
:\Iusachusetts. a few from Xew York. a few scattered
acro~ the country. Rome of them had already equip,>ed
themseh'es with cas",-ette and c1eetronic )l-F de,·ices. For
some of the!<e llroUJl!'. it was the fiNlt time they knew of
the other!".

The exposure of Engr 'lis was the catalyst that
linked the separate phone-phreak center together. They
all called Engressia. They talked to him about what he
was doing and what the)' "ere doing. And then he told
them--the scattered regional centers and lone!}' inde
pendent phone phreakers-about each other. ga"e them
each other's numbers to call, and within a ~'ear the
!lCattererl phone-phreak centers had grown into a nation
wide underground.

Joe Engressia is only twenty-two years old now. but
along the phone-phreak netwo.·k he is "the old man,"
accOl'ded by phone phreaks something of the reverence
the phone company bestows On Alexander Graham Bell.
He seldom needs to make calls anymore. The phone
phreaks all call him and let him know what new tricks,
new codes, new teehniQues they have learned. ["er)'
ni,ht he sit., like a sightlc;;~ spider in his little apart
ment re<:eiving messages from e\-ery tendril of his web.
It is almost a point of pride with Joe that th ..y call him.

But when I reached him in his :\Iemphis apartment
that night. JO(> Engressia was lonel)', jumpy and upset.

"God, I'm glad somebod.r called. I don't know why to
night of all night;; I don't get any call . This gll)' around
here got drunk again tonight and propoflitioned me
again. I keep telling him we'll never see ere to ere on
this subject, if you know what I mean. I try" to make
light of it_ :)"ou know, but he doe~n't get it. I can hear
him out there getting drunker and I don't know what
he'll do nut. It's just that I'm really all alone here. I
just mo\-ed to ~Iemphis, it's the first time rm li,-ing out
nn my nwn. and I'd hate for it to all collapse now. But
I won't go to bed with him. I'm just not very interested
in sex and even if I can't see him I 1.-nQw he's ugly.

"Did .rou hear that? That's him banging a bottle
against the wall outside. He's nice. Well forget about it.
You're doing a story on phone phreaks? Listen to this.
It'~ the.1/ F Boogie blues."

I,
1
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Sure e~ \el',;ion of Jluskrat Ramble
boogie!! I-~ line, each note one of tho~e

long-di~t...r 't' .~ The mu!'ie stops. .-\ huge roAr-
ing '·oice -~~ phNle olf m.r ear: "AXD THE Ql"ES-
TIO:': J~ ~~ ,ho? ,·olce, "CAX\ BUXD PERSOX II()(H\
1"1" AX .~Mn...r..u: ~ IlIS0wx!"

The 1" lOr t'a_~t'~ A high-pitched operator-type ,'oice
replace~ :t -Thill is Southern Braille Tel. & Tel. Ha"e
tOIlt'. \\ illj,h -II ..:'

Thi~ j" "ucceeded b)· a quick .!!erie;;; of :\I-F tones, a
swift "kaehink" and a deep reassuring \·oiee: "If lIem
need home care, call the visiting-nurses association,
First Xational time in Honolulu ill 4 ;32 p,m,"

Joe back in his Joe voice again: "Are we seeing eye
to ere? 'Sf, sf: said the blind :\IexicRn. Ahem. Yes,
Would )·011 like to know the wenthel· in Tok)·o:'''

This swift manic sequence of phone-phreak ,'audeville
stunts and blind-boy jokes manages to keep Joe's mind
orr his tormentor only as long RS it lasts.

"The reason I'm in :\Iemphis. the reason I hHe to
depend on that homosexual guy, is that this is the fin!t
time I'\'e been able to Ih'e on my own and make phone
trip!l- on m~· own. I\'e bt>en banned from all central of
fices around home in Florida, they knew me too well,
and at the Cni\·ersit}, some of m}' fello\\" scholars were
always harassing me because I was on the dorm pay
phone all the time and making fun of me because of my
fat ass, which of course I do ha"e, it's my physical fat
ne-!ls program, but I don't like to hear it e\·ery day, and
if I can't phone trip and I can't phone phreak, I can't
imagine what I'd do, I"'e been de\·oting three quarters
of my life to it.

"I moved to :\Iemphi~ becaul'(' I wanted to be on m)'
own as well as because it has a Number 5 crossbar
witching system and some interesting little independent
phon~ompanr districts nearby and so far they don't
seem to know who I am so I CRn go on phone tripping,
and for me phone tripping is just as important as phone
Ilhrenking."

Phone tripping, Joe explains, begins with calling up
a cl'ntral-office !'witch room. He tellll the switchman in
a polite earnest \·oice that he's n blind college student
interested in telephones, and could he perhaps have fl
guided tour of the switching station? Each step of the
tour Joe likes to touch and feel relays, caress switching
circuits, switchboard!'. crossbar arrangements.

So when Joe Engressia phone phreaks he jeel. his
wa)' through the circ:uitry of the country garden of fork
ing paths. he feels switches shift, rela)·11 sbunt, cr0l!-8bar8
swivel. tandems engage and disengage e,'en as he hears
-with perfect pitch-his :\I-F pulses make the entire
Bell s)'lItem dance to his tune,

Just one month ago Joe took all his sa"ing-s out of his
bank and left home, oyer the emotional protests of his
mOlher. "I ran awa:r from home almost:' he likes to sa)'.
Joe found a !<mall apartment house on Cnion .,\xenue And
began making pbone trips, He'd take a bus a hundred
miles south into :'Ilississippi to see some 0ld4fashioned
Bell equipment still in use in se';eral states, which had
been puzzling. He'd take a bus three hundred miles to
Charlotte, :'\orth Carolina, to look at some brand-ne\\
experimental equipment, He hired a taxi to drh'e him
tweh'e miles to a suburb to tour the office of a small
phone company with some interesting idiosyncracies in
its routing s)'stem. He WHS ha\'ing the time of his life,
he said, the most freedom lind pleallure he hlUi known.

In that month he had done very little long4distance
phone phreaking from his own phone. He had begun to
Apply fOI' a job with the phone company, he told me, and
he wanted to stay away from an)'thing illegaL

"An)' kind of job will do, an}'thing as menial as the

most lowI)' operator, That's probably ttll they'd gh'e mE:
because rm blind, Even though I probabl)' knew more
than most switchmen. But thM',:>; oktl)- I 11"0'" to \\[,rk
for )ra Bell, I don't hate :\Ia Bell the way Gilbert~(,n

and orne phone phreak!l do, I don't want to screw :'Ila
Bell. With me it's the ple.ll8ure of pure knowledgt>.
There's something betlutiful about the system when you
know it intimately the way 1 do. But I don't know how
much the.}" know about. me here, I ha\-e a very intuiti\"e
feel for the condition of the line rm on, and r think
they're monitoring me off and on lately, but I ha\'en't
been doing much Illegal. I hare to make a fe\\ calls lO
switchmen once in a while whkh aren't stricti}' lea-I'll.
Rnd once I took an acid tl'ip Rnd was h.wing these audio
tory hallucinations as if I were trapped and these planes
wel'e clive-bombing me, and all of a sudden I had to
phone phreak Ollt of there. Fat' some reason I had to call
Kansas City. but that's all."

A WarninJt Is Deli\'ered

At. this point-one o'clock in m~· time zone-a loud
knock on my motel4room door interrullts our conversa
tion. OuL"-ide the door I find a uniformed securitr guard
who informs me that there has been an "emergenc)'
phone call" for me while J ha"e been on the line and that
the front desk has sent him up to let me know.

Two seconds after I say good-bye to Joe and hang up,
the phone rings,

"Who wcr£' you talkinJ! to~" the agitatl"d \"okl' de
mands, The "oke belongs to Captain Crunch. "I called
because I decided to warn you of something. I decided
to warn you to be careful. I don't want this information
you get to get to the radkal underground. I don't want
it to get into the wrong hands, What would you sa)' if
I told )'oU it's possible for three phone phreaks to 88t4
urate the phone S)'stem of the nation. Saturate it. Bus)'
it Otlt. All of it I know how to do this. I'm not gonna tell,
I fl"iend of mine has already saturated the t1·unks be
tween Seattle and Xe\\' YOI·k. He did it with a computer
ized :'II-F-er hitched into a special :'Ilanitoba exchange,
But there are other, easiel' ways to do it."

Just three people? I llsk. 1I0w is that possible?
"'I[a\'e rou ever heal'd of the long,lines guard fre4

Quenc)'? Do you know about stacking tandems with 17
and 2600:' Well, I'd ad\'lse you to find out about it. I'm
not gonna tell you" But what{l\'cr rou do, don't let this
get into the hands of the radical underground."

I Later Gilbertson the in"entor confessed that while
he had ah\"ll~'s been !l-keptical about the Captain's claim
of the sabotage potential of trunk-tying phone phreaks,
he had recentl)' heard certain demonstrations \\-hich
con"inced him the Captain was not speaking idl)', "I
think it might take more than three people, depending
on how man)- machines like Captain Crunch's were a\'SiI
able. But e\"en though the Captain llOltndll a little weird,
he generally turns out to know what he's talking about:')

"You know," Captain Crunch continues in his admoni
tor)' tone, "you know the )'ounger phone phreaks call
:\Ioscow all the time. Suppose Her)·body were to call
:\lolJCOw. I'm no right-winger, But I value my life, I
don't want the Commies coming o\·er and dropping a
bomb on my head. That's why 1 sa~' you','e got to be
careful about who gets this information,"

The Captain suddenl)' shifts into a diatdbe against
those phone phreak~ who don't like the phone company.

"They don't understand, but l\la Bell knows e\'err
thing they do. :\Ia Bell knows, Listen, is this line hot?
I just heard someone tap in. I'm not parlilloid, but I can
detect things like that. Well, e\'en if it is, they know
that I know that they know that I have a bulk eraser,
I'm '·err clean." The Captain pauses, evidentl)· torn be4
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tween wanting to prove to the phone-company monitors
that he does nothing illegal. and the desire to impress
:\Ia Bell with his prowess. ")Ia Bell knows the things I
can do," he continues. "~Ia Bell knows how good I am.
And I am quite good. I can detect reversals. tandem
switching, e"erything that goes on on a line. I ha'-e rela
tive pitch now. Do you know what that means':' My ears
are a $20,000 piece of equipment. With my ears I can
detect things they can't hear with their equipment. I',-e
had emplo}'ment problems. I've lost jobs. But I want to
show lIa Bell how good I am. I don't want to screw her.
t want to work for her. I want to do good for her. I want
to help her get rid of her flaws and become perfect.
That's m}' number-one goal in life now." The Captain
condudC!S his warnings and tells me he has to be going.
"I've got a little action lined up for tonight," he e."
plains and hangs up.

Before I hang up for the uight, I call Joe Engressia
back. He reports that his tormentor ha~ finally a-one
to sleep--"He's not blind drunk, that's the way r get,
ahem, yes: but you might say he's in a drunken stupor,"
I make a date to \'isit Joe in )Iemphis in two days.

A Phone Phreak Cell Takes Care of Dusiness

The next moming I attend a gathering of four phone
phreaks in - - • - • (a California suburbl. The gather
ing takes place in a comfortable split-le\'el home in an
upper-middle-elasg subdivi!<ion. Heaped on the kitchen
table are the portable cassette recorders, )[-F cassettes.
phone patches. and line ties of the four phone phreaks
present, On the kitchen counter next to the telephone is
a shoe-box-size blue box with thirteen large toggle
~witche~ for the tone~. The parent;> of the host phone
phreak. Halph. who is blind. stay in the lh'ing room with
their sighted children, The)- are not !!Jure exact!)- what
Ralph and his friends do with the phone or if it's strictly
legal, but he is blind and they are pleased he has a hobby
which keeps him bus)'.

The group has been working at reestablishing the his·
toric "2111" conference. reopening some toll·free loops,
and trying to disco"er the dimension!!J of what seem to
be new initiati\-es against phone phreaks by phone-com.
pany security agents.

It is not long before I get a chance to see, to hear,
Randy at work. Randy is known nmong the phone
phrenka as perhaps the linest con mlln in the game.
Randy is blind. He is pale. soft and pear-shaped, he
wears baggy pants and a wrinkly 11)·lon white !Sport
shirt, pushes his head forward from hunched shoulders
somewhat like a tUI'tle inching out of its shell. His e)'es
wander. cl'os.:!ing and recroSlling. and hi:ol forehead is
somewh::tt pimply. He is only sixteen years old.

But when Randy starl!! speaking into a telephone
mouthpiece his voice beeomes gO stunningl}' authorita·
til'e it is neceuary to look again to con"ince }-ourself it
comes from chubby adolescent Randy. Imagine the \'oice
of a crack oil-rig foreman, a tough, shnrp. weather
beaten )tarlboro man of fort)". Imagine the \'oice of a
brilliant performance-fund gunslina-er explaining how
he beats the Dow Jones b}' thiTt}· percent. Then imagine
a "oice that could make those two sound like Stepin
Fetchit. That is sixteen-year-old Rand:r's '·oice.

He is speaking to a switchman in Detroit. The phone
compan}" in Detroit had closed up two toll-free loop
pairs (or no apparent reason. although heal')' use by
phone phreaks all over the country may ha"e been
detected. Randy is telling the switchman how to open up
the loop and make it free again:

"How are you, buddy. Yeah. I'm on the board in here
in Tulsa, Oklahoma, and we'l'e been tr}'ing to run some
tests on your loop-a rounds, and we find 'em busied out on
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both sides., •. Yeah, we've been getting a 'BY' on them,
what d'ya say, can }'ou drop cards on 'em? Do you hal'e
08 on }'our number group? Oh that's okay, we'l'e had
this trouble before, we may hal'e to go after the circuit.
Here. lemme gi\'e 'em to you: your frame is O:i. \-erlical
group 03, horizontal 5. "ertical file 3, Yeah. we'll hang
on here, ... Okay. found it? Good. Right. }'eah, we'd like
to clear that busy out. Right. All )'ou have to do is look
for )'our ke}' on the mounting plate. it's in )-our miscel
laneous trunk frame. Okay! Right. ~ow pull )'our key
from SOR o,-er to LCT. Yeah. I don't know why that
happened. but we'l'e been hal'ing trouble with that one.
Okay, Thanks a lot, fella. Be seein' ya:'

Rand)' hangs up, report! that the switchman was a
little inexperienced with the loop-around circuits 011 the
miscellaneous trunk frame, but that the loop has been
returned to its free-call status.

Delighted, phone phreak Ed returns the pair of num
bers to the acti\·E'-.!\tatus column in his director)'. Ed is a
superb and painstaking researcher. With almost Talmud
ic thoroughness he will trace tendrils of hints through
soft-wired mazes of intervening phone-eompnn)' circuit,
ry back through complex linkages of sWitching relays to
find the location and identity o{ just one toll-free loop.
He spends hours and hours, every day, doing this sort of
thing. He has somehow COml)i!ed a directory of eight hun
dred "Band-six in-WATS numbers" located in over forty
states. Band·six in-\rATS numbers are the big 800 num
bers-the ones that can be dialed into free from an}-
where in the countn',

Ed the researcher, a nineteen·:rear-old engineering
student. is also a superb technician. He put together his
own working blue box from scratch at age sel'enteen,
(He is sighted.) This evening after distributing the
latest L ue of hi in·WATS director)' (which has been
typed into Braille for the blind phone phreaks). he
announces he has made a major new breakthrough:

"I finally tested it and it works. perfectly. I"-e got
this switching matrix which CQIl\'erts an}' touch-tone
phone into an )I-F-er."

The tones you hear in touch·tone phones are /lot the
)I·F tones that operate the long-distance switching sys
tem. Phone phreaks belie\'e A.T.&T. had deliberately
equipped touch tones with a different set of frequencies
to avoid putting the six master ;\I-F tones in the hands
of every touch-tone OWllel', Ed's complex switching
matrix puts the six master tones, in effect puts a blue
box, in the hllnds of every touch-tone owner.

Ed ~how!!o me pages of schematics. specifications and
parts lists. "It's not eas)' to build, but e\'erything here is
in the Heathkit catalog:'

Ed A~ks Ralph what progress he has made in his at
tempts to reestablish a long-term open conference line
for phone phreaks. The last big conference--the historic
"2111" conference--had been arranged through an un
used Telex test-board trunk somewhere in the innards
of a -iA switching machine in \"ancou\'er, Canada. For
months phone phreakg could :\l·F their wa}' into Van
couver. beep out 60.,1 (the \·ancou\·er area code) and then
beep out 2111 (the intemal phone-compan)' code for
Telex testing), and find themseh'es at any time, day or
night. on an open wire talking with an arra)- of phone
phreaks from coast to coast, operators from Bermuda,
Tokro and London who are phone-phreak s}'mpathizers,
and miscellaneous guests and te<:hnical experts. The
conference was a massi\'e exchange of information.
Phone phreaks picked each other'" brains clean, then
develoPt!d new ways to pick the phone company's brainii
clean. Ralph gave M P Boogie concerts with his home
entcrtninmcnt-lype electric organ, Captain Crunch dem
onstrated his round-the-world PI'O\\'ess with his notori-
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,IUS computer::.. !l - ...r.d dropped leering hints of the
"action" he tt' ..~ - ..~ '~g with hi.': gil'! friends. (The
Captain \h'e;;;· Jt r pretends to Ih'e out se\'eral kinds of
fantasil".~ to th, Z, ~i'IPY delight of the blind phone
phrenks who 'lrge him on to (uI'ther triumphs on behalf
of all of them. The $omewhat rowdy Xorthwest phone
phreak crowd let their bitter internal feud spiJI 0\'1"1' into
the peaceable conference line. escalating shortl~' into
j;l'uenilla warfal'e: Carl the East Coast international
tone relations expert demonstrated newly opened direct
)I-V routes to central offices on the island of llahreill in
the Pel'~ian Gulf. introduced n new phone-phreak friend
of his in Pretoria. nnd explained tht:' technical operation
of the new Oakland-to-"ietnam linkages, ()Ianv phone
phreaks pick up sJ1enrlin~ mone~' by )I-r-in~ callfl from
relati\'es to Vietnam C,I.'s, charging $5 for a whole haUl'
of tl'ans-Pacific cOl1\"ersation.)

Day and ni${ht the confel"t:'Ol'e line wa!l nC\'er flf.'nd.
Blind phone phrenks all o\,er the country, lonely and iso
lated in homes filled with active sighted brothers find
sisters, or trapl>ed with slow :md unimaginatiye ulind
kid~ in !1tnlitjnck{'t :;('hool!l fOl" Ihl' hlin(l. knl'w thul no
matter how late it got they could dial up the conference
and find instant electl'Onic conlmunion with two or three
othel' blind kids :l.wake o\'er 011 the other side of Amer
ica. Talking togethel' on a phone hookup, the blind phone
phl'eaks say, is not much different from being there
together, Physically, the/'/! was nothing nlOre than a two
inch-squlIre wnfer of titanium inside R YR!"t machine on
Vnncotl\'er Island. For the blind kids there meant an
exhilarating feeling of being ill /nlleh. through a kind
of skill and maA'ic which was peculiarly their own.

Last April 1, ho\\'e\'er, the long "ancouvel' Conference
was shut off. The phone phreaks knew it was coming,
"ancou\'er was in the process of com'erting from n step
by-step system to a 4A machine and the 21 II Telex cir
cuit wa;;; to be wiped out in thu pl'oce~s. The phono:
phreaks lenrned the actual day on which the conference
would be erased about a week ahead of time 0\-1"1' the
phone company's internal-news-and-shop-talk recol'dini!.

For the next frantic se\'en dars c\'err phone phreak in
America \\"ns on and off the 21 11 conference twenty-four
homs a day. Phone phl'eaks who were JUSt learning the
gRme or didn't ha\'c :'<I-F capability wel'e boosted up to
the confel'enee by morc expel'ienced phl'eaks so they
could get a glimpse of what it was like before it dis
appeared. Top pholle phreaks searched distnnt nrea
codes fOl' new cOllfel'ellce possibilities without success.
Finally in the e:lrJr morning of Aprill. the end Clime,

'" could feel it coming a couple hours before mid·
night," Ralph I'emembers, "You could feel something
going on in the lines. Some static began showing up,
then some whistling wheezing sound. Then there were
bl'eaks, Some people got cut off and called right back in,
but after a while flome people were finding the~' were cut
off and couldn't get back in at all, It was terrible, I lost
it about one a.m., but managed to slip in again and stay
on until the thing died, .. I think it was about fOUl' in
the mOl'ning. There were four of us still hanging on
when the conference disappeared into nowhere for good,
'rc all tried to )I-F up to it again of course, but we got
silent termination. There was nothing there."

The Legendary Mark Bernay Turns Out To Be
;'The Midnight Skulker"

:'llark Bemay. 1 had come across that name before, It
was on Gilbertson's select list of phone phl·eaks. The Cal
ifOl'nia phone phreaks had spoken of a mysterious )Iark
Bemay as I ~rh:i:~ ~ the fin;t and oldest phone phreak on
the WeSt C -0;,0£. And in fact almost e\'ery phone phreak
in the \reH can:..~ JUs: origins either directly to :\Iark

Bernu~' or to a disciple of )lark Bernay.
It seems that fi\'e yellr;; ago this )Iark Bernlty (a

pseudonym he cho!'-e for himself I began tra\'eling up and
down the West Coast pasting tiny stickers in phone books
all along his way. The stickers read something like "Wnnt
to hear an interesting tape recording? Call these num
bers." The numbers th'lt followed were toll-free loop
around pnil·s. When one of the curious called one of the
numbers he would hcar a tape reeordin~ pre-hooked into
the loop by Bernar which explained the use of loop
around puir:-, gu\t! th~ numbers of several more. and
ended by telling the callel'. "At six o'clock tonight. thif>
recording will stop and ~'ou and your friends can try it
out. Ha\'e fun:'

"f was disappointed b~' tht· re"ponse at fil'st." Bel"lluy
told me, when I finally reached him at one of his many
numbers and he had di"pensed with the usual ". nen:I' do
nnythin~ illegal" formalities with which eXIICl'iellccd
Ilhone phl'caks open most com'ersations, "1 wcnt all O\'er
the coa~t with these stickers not only on pay phones. but
I'd thro\\ th('1Il ill front of high schools in the middlc of
thl:' night. I'd lea\'e them unobtrusi\"t'ly in r-andy "jnn'!1,
~cutter them 011 main stl'ceLs- of ",mall town!>. At first.
hardly anyone bothered to tJ·y It out. I would listen in for
hours llnd houl's lllter six o'dock and no one came on, I
couldn't fi~ure out why Ilcople wouldn't be interested.
Finall~' these two ~irls in Ol'egon tJ'ied it out and told all
their friends and suddenly it began to spread."

Bcfol'c hi!> Johnll~' Appll'sl:'ed trip Bernay h:ld nlready
R'athered a sizabll' gl'OUl1 of eal"l~' l)re·blue-box Ilhone
phreaks toltethcr on looll-al'ounds in Los :\ngeles, Bprnay
does not claim credit for the ol'il-'inal di~co\·er.\· of the
loop-around numLer~, Ill.' attributes tht· disco\'el'~' to an
cighteen-.\"l'llr-old l'cfol'm-school kid in Long Beach whose
name hl' fMgl:'ts 11l1d who. he !lay!'. "just dis1l11J)Cllre<! onf'
dar." ,rhfln Bemay himself di~co\"el'ed loop-al'ounds ill
d{·pendently. from clues in his readings in old issues of
the Automatic Eltctric Ttcknical Jul/MlnI, he found doz
ens of the refOl'm-_~chool kid's friends ~drelldy using
them. H"we\·el". it \\'llS one of BernllY's disciples in
SenttJc that intr<.lduced phone phrcaking to blind kids.
The Seattle kid who learned about loops through Bel'
nay's recording told 11 blind friend. the blind kid tnught
the secret to his friends llt n witHcr camp for blind kius
in Los Ang'l'l!'i;. Whf'n lhl:' camp "I?Ro:.ion was o\-cr the~e

kids took the secret back to towns all oycr thlJ West. This
is ho\\' the original blind kids became phonc phreaks. Fot'
them. fOl' mo"t phone phl'eaki; in Q"t,>nl'l'a!. it was the
discoyery of the possibilities of loop-arounds which led
them on to fat' more serious and sophisticated Ilhone
phl'cak methods, and which gav{' th~m n mcdium for
sharing their discO\'eries,

A yenr later a blind kid who mo\'ed back east brought.
the tl'chnique to 11 ulilld kids' sumlllCl" camp ill Yermont.
which spread it along the East Coast. All from a :\Iark
BernflY stickel'.

Bernay, who is nearly thirty years old now, got his
stal't when he was fifleen and hig family mo\'ed into an
L.A. suburb serviced by General Telephone and Electron·
ics equipment. He became fascinated with the ditferences
between Bell and G.T.&E, cQuipment. He learned he could
make interesting things hapilen by carefully timed clicks
with the disengage button. lIe learned to interpret subtle
differences in the arrlly of clicks, whirl'S and kachinks
he could henr on his lines. He learned he could shift him
self around the switching relays of the L.A. area code in
n not-too-prcdictable fashion by interspersing his own
hook-switch clicks with the clic.ks within the !inf'o (1Ildl".
pendent phone companies-there :lre nineteen hundred
of them still left. most of them tin~' island principalities
in ~Ia Bell's vast empire-hu\'e (Continued on page !!Z2 J
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SECRETS OF THE UTILE BLUE BOX

ICv"ti"uul from. pGU. 125) always been
t.\·orit~ with phone phreaks. firct as
lurninJ: tools. th~n at .-\rchimedC1\ plat·
Cornu {rom which to manipulate the
hu~ Ikll I}·:;tem. A phont' phreak in
HE'll territory will often )f-F himl'tM
into an inde))('ndent' switching I)'stem,
with switching idios~'ncrasieswhich can
j;!'ive him man'eloull leverage over the
Bell System.

"I ha\'e a real affection (or Automatic
Electric equipment." Berna}' told me.
"There are a lot of thinn )·ou can
pia)' with. Things break down in inter·
estinle' ways."

Shortl}' after Berna)' graduated from
colle~ (with R double major in cherni...
tl"}' and philo!SOph}'), he graduated {rom
phreRking around with G.T.&:E. to the
Bell S}"~tem iUt-lf. and made his lelrend·
ary sticker.pasting journer north along
the coast, settlinR finall~' in Northwest
Pacific Bell territory. He discovered
thllt if Bell does not break down as
interestingly as G.T.&E:., it neverthe
leu offe" a lot of "thinp to play with."

Berna}' learned to play with blue
boxes. He established his own perAOnal
Ii\,;te:hboard and phone-phreak re!ear(:h
laboratory complex. He continued his
phone-phreak e"ansrrlism with ongoing
~ticker tampaign.!'. He set up two re
wrding numben, one with imrtructions
for be~nning phone phreak$, the other
with latest news and teehnical de\'elop
lIIenb (along with !lome advanrl'd in.
struction) gathered from sources all
over the countr~',

These da~'S, Berna)' told me, he had
~ne be~'ond phone-phreaking itself,
"Latel)' I'\'e been enjo)intr pla)ing with
eomputeMi more than pla)'ing with
phones. }I~' penonal thing in com
putefll is just like ,,;th phon~, I guess
-the kick is in findinj;l' out how to beat
the S)'stem, how to get ot thinglJ I'm not
supposed to know about, how to do
things with the s~'stem that I'm not
lluppoS(!d to be able to do."

As u matter of fnct, Bernay told me,
he had just been fired from his com
putf"f.programming job for doing thinWi
he was not supposed to be able to do.
He had been working with a hUK"l! tIme.
!-harini: t'Omputer owned br a large cor·
poration but .!!hared b~' man~' othen.
AcUM to the computer was limited to
those pro~rammers and t'Orporlttions
that had been assigned rertain pa!l!l
words. And each palUlword relltrictcd ita
Uller to access to only the one ~tion of
the computer cordoned off from its own
information storalli'r. Tht> rllissword
s~'stelll pre\'ented companies and indio
viduals from lit,,"ling ea~h other's
information.

"I fit-"Ured out how to write a pro(n'am
that would let me read e'"ef)'one else's
password:' Berna)' reports. "I befan
pla~'in~ around with pal; words. I benn
letting the peapl.. who used the com
puter know, in lIubt1e wa)'s. that I knew
their passwords. I bet-'1ln droppin~ notes
to the (omputer supervisors wilh hint.
that 1 knew what 1 know. I lIi.ened them
'The Midnight Skulker.' 1 kcpt gdling
(Ie\'erer and cleverer with m)' mes
~al:es and devising WIQ'S of showing

222 ESQUIRE, OCTOBER

them what 1 ('(luld do. I'm sure th..y
couldn't imaeine t could do the thinn
J 't\'Q sho.....ing them. But they never
l'e$ponded to me, E\·..r~' once in a while
the~"d (hange the passwords, but t
found out how to di1iCO\'er what the new
ones were, and I let them know. But
the~' neyer responded directly to The
:Midnight Skulker. I even finall~' de
signed a program which they could usc
to prevent m)' program from findm~out
what it did. In effect 1 told them how to
wipe me out, The llidnight Skulker, It
was a "ef)" c!e"er program. I staned
leavin~ clues about m)"selr, I wanted
them w tr)" and use it and then tr)' to
come up ""ith something to gct around
that and reappear anin. But the)'
wouldn't pIa)", I wanted to get cau~hL

J mean I didn't want to gt't C/l.ught per_
!IOnal1~', but I wanted them to notice me
!llld admit that the)' noticed me. 1 wanted
them to attempt to respond, mS)'be in
some interesting- way."

Finall)' the computer managefll be
came concerned enough about the threat
of information-stealing to rellpond,
Ho,,·t>\·er. instead of uting The :'tlidnight
Skulker's own elegant self-destruct pro
gram, the)' called in their securit~" per
~nnel. interrogated e\·t>J)"one. found
an informer to identify Berna)' as The
Midni~ht Skulker, lIlld flrt'd him.

"At firfit thi> S«'Curit~· peoplt> ad\'i!-ed
the ('(Impan~' to hire- me full-timt> to
search out other flaws and di~co\'cr

other computer freak!!. 1 mi$e"ht ha\'e
liked that. But I probabh' would ha\'e
turned into a double douhle agent rather
than the double agent the~' wanted, I
might hay!! resurrected The )lidnlfl:ht
Skulker and tried to catch myseJr, Who
knows'! Anyway, the higher-ups turned
the whole idea down."

You {'In Tip thE' F,R.J.'s Crime Conlrol
CompUIE'r in thE' Comfort of Your

Own Home, I'erhaps

COlllputer freakinfl: lIlay be the waye of
the future, It suit!! the phone-phreak
S(!nsibilit~' pcrfecth', Gilbertson, the
blue-box inventor anti a lifelong phone
phreak, has also ~ne on from phone
phrellkintr to computer-freakinJ!". Before
he got into the blue-box busineu Gil·
bertson, who is a hi~hl~" skilled p~
~rammer. de\ised P!'08"rams ror inter
national currency arbitraJ!e.

But he bepn plarin with computers
in earnest when he learned he (ould use
his blue box in tandem with the com
puter terminal inlltalle<1 in his apArt-
ment b)' the instrumentation firm he
worked for, The print-out terminal and
keyboard WAll equipped with acoustical
couplin$r, so that b)' coupling his little
iHlr~' Prince"s phone to the terminal
and then t'Oupling hi.!! blue box on that.
he could !\.l-F his war into other com
puten ",ith complete anon)'1Jlit~", and
without (harge: promn} and re.pro
gram them at ,,;11; feed them false or
mi"leadinJ!" information; tap and liteal
from them. He explainl'd to me that he
taps COmputers by bus~tlng out all the
lines, then going into a yerilie.tion
trunk, listening into the passwords and

instructions one of the tinle l!hal'ers
use!!, and then ;\l-F-inlt in and imitat
ing them, He bclien's it would not be
impoasible to creep into the FR.I.'.
Crime control computer through a l~al

polire computer terminal and phren
around ,,'ith the F.B.I:a memol"}' banks.
He claims he has succeeded in rt'-pro
gTamminJr a certain huft'(' institutional
computer in such a WilY that it hal
cordoned off an entire section of its cir
cuitry' for his pel'sonal use, and lit the
Slime time conceals the arrangement
from an~'one else's notice, I h::l\'e been
unable to ,'erifr this claim,

Like Captain Crunch, like Alexander
Graham Bell (pseudOn)"nl of a di",'!nm_
tled·looking East Coa!'t engineer who
claims to ha"e in,-ented the black box
and now sells black and blue boxn to
gamblel'll and radical hea\ies). like
mOlit phone phreakll, Gilbertson began
his cureer tr)'ing to rip off pay phones
as a teen-ager. fo~igurc them out, then
rip them off. Gettinsr his dime back
from the pay phone is the phone
I,hreak's nrst thrilling rite of passa/{c.
After learninJZ" the usual eighteen dif·
ferent ""a)"s of fl'('tting his dime back,
Gilbertson learned how to make master
ke~'s to coin.phone cash boxes, and get
e\'eryone else's dimes back. He l!tole
some phone--compan~'equipment and put
togoether his o....-n home l!I\\;uhboard ",;th
it. He learned to make a simple "bread
box" device, of the kind used b~- bookies
in the Thirties (bookie gi\'es a num
ber to his bettin~ client; thi> phone
with that number is installed in !lOme
widow lad~"~ apartment. but is ri~g'ed

to ring in the bookie'.!! ~hop IlCro~" town,
cops trare bia- bettin~ number and find
nothing but the widow),

Not long after that afternoon in 1968
when, deep in the stacks of an enlZineer·
ing libul"}', he urnI.' acrosl! a tec;hnical
journal \\;th the phone tone frequencies
and rushed off to make his tir.!t blue
box, not long nfter that Gilbertson
abandoned a ver~' promising career in
ph~'sic81 chemistr)' and began selling
blue boxes for $1,500 apiece,

"I had to lea\'e ph~'sical chemistry.
I jUlit rMn (Jut of interesting thinJl'!! to
learn," he told me one e\'eninf:!". We had
been talking in the apartment of the
man who i!<'r"ed as the link between
Gilbertson and the syndicate in arrang-
in$!' the big $300.000 blu....box deal which
f{'11 through because or legal trouble.
There has been some smoking.

"!\o more Interesting thinjr!l to learn,"
he rontinues. "Phy1Sical (hemistry turns
out to be a sick subject when rou take
it to its hi~he!t le\'c1, I don't know. I
don't think I could explain to you how
it's sick. You have to be there, But ~'ou

get, I don't know, a fal~e feelin~ of
omnipotence. I suppose it's like phon....
phrt'akinj;l' that war. This huge thin)! is
there. This whole s)-stem. And there are
holes in it and )'01,1 slip into them like
Alice and )'ou're pretending rou're d~

ing something ~"ou're Il(tuallr not, or
at least it's no 10nJrer JfOU that's doing
what )'01,1 thought )'01,1 ",'ere doinJl:, It's
all Lewis Carroll, Physical chemistn'
and phone-phreaking, That's wh~' ~'ou

have these phone_phreak p~eUdOnrlll$

like The Cheshire Cat, The Red King,
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She
Needs
Your
Love

Little Mie·Wen in Formosa
already knows many things , . .
the gnawing of hunger ". the
shh'cring of fear. , . the mistry of
being unwanted.

But she has never known love.
Her mother died when she was
bom, H~r father was poor-and
didn"t want a girl child. So Mie
Wen has spent her baby years
without the affection and seC'urity
e\'ery child cra\'es.

Your love can give Mie·Wen,
and children just as needy, the
pri\'ileges you would wish for your
own child.

Through Christian Children's
Fund you can sponsor one of these
youngsters. We use the \\ord spon·
sor to symbolize the bond of lo\'e
that exists bct\\cen you and the
child.

The cost? Only S12 a month,
Your love is demonstrated in a
practical \\ay because )our moMy
helps \\itb nourishing meals . . ,
medical care . . . warm clothing
, , , education ... understanding
housemothers. , .

And in return you will receive
your child's personal history,
phOlOgraph, plus a description or
the orphanage where your child
lives. You can write and send
packages. Your child will know 'Who you supplies exhausted. babies abandoned
arc and will ans....'Cr your letters. Cor· by unwed mothers.
respondence is translated at our overseas Since 1938, thousands of American
offices. sponsors ha\e found this to be an iOIl'

(If )-ou want )'our child to hne a spe' mate pcrson·tc.person way of shanng
cia! gift-a paIr or shoes, a .... ann jacket, their blessings with )oungsters around
a runy bear-you can send )our check the \\orld.
to our office, and the ~f1tir(' am(Junt will Little Mie·Wen and children like her
be fOf\\'ardcd, along with )our inslruc· need )'our love-\\on't you help? Today?
lions.) Sponsors urgently needed this monlh

Will you help? Requests come from for children in: Indi3, Bmzil, Taiwan
orphanages every day. And they are (Formosa) and Hong Kong. (Or let us
urgent. Children wrapping rap on their select a child for )'OU rrom our erner·

'tt'. school boo'" yean ou' of ""... nulk g,ncy ,",.) ~~

'--C-H-RI-ST-:I':-AnN-"'-:cH-'iL"'"'VO-'Ii-:E'N-::S""Ii"'-FU-N-D-,I-nc-,- rl~"
Do)! 26511, Mkhmond, Va. 2326t

I .... \sh to sponsor I 0 boy 0 girl in NamC'~ _
(Country'~)---c~--c=--:-=---

Choose a child .... he needs mC' mosl. Addrt1"' _
",ill pay Sl2 a month.

I endose m) finl pa~'menl of s.....--.
Send me child"s name. 5101'}, address
and picture.
I cannot sponsor I child but want to
·~SS_-:-__

fJ Please send me more information.

and The Snark, But there's somethinj:
about phone-phreaking that ~'ou don't
find in ph)"sical chemistr~'," He look up
at me:

"Did you eyer steal anrthin!!!"
Well yes, 1-
"Then rou know! You know the rush

~'ou get, It's not just knowledge, like
ph~'sical chemistQ'. It's forbidden
knowledge. You know. You can learn
about anythin.e- under the sun and be
borM to death with it. But the idea
that it's iIlepl. Look: you can be small
and mobile and snlart and ~'ou're rip
ping off somebody large and powerful
and \'err dan2'trous,"

People like Gilbertson and Alexander
Graham Bell are alwa~'!11 talkinlZ' about
ripping off the phone compan~' and
IfCre,,-ing' Ma Bell, But if the~' were
shown a sin!!le button and told that by
pu~hinl! it they could turn the entire
eircuitr~' of A,T.&T. into molten pud·
dies, the~' probably wouldn't push it,
The dis~runtled,inventorphone phreak
needs the phone s)·~ttom the way the
lapsed Catholic needs the Church. the
wa~' Satan n~.s Ii God. the way The
"lidni.2'ht Skulker needed, more than
an~,thin~ else, responBe.

Later that c\'{'nin.2' Gilbert~on fin·
ished rellin.2' me how delighted he WIi!I

at the flood of blue boxes spreading
throup-hout the countl')', how delighted
he was to know that "thi!! time they're
really !!Crt"wf<:!:' He suddenl~' shifted
gears,

"Of course, T do hll\'e this love'llate
thinsr nbout Ma Bell. In a wn~' I almost
like the phone company, I ~ess I'd be
leI')' sad if the~' were to go away or if
their suvices; were to disinteg'rate, In
a wa~' it's ju"'t that after having been
lKl smod the~' tum out to have these
thin~ wron$!' ,,;th them. It's those
flllW that allow me to get in and mess
with them, hul I don't know. There's
something about it that srcts to you and
make" ~'ou want to get to it. ~'ou know."

I a<ilk him what happens when he runs
out of intere~tin2'. forbidden thinn to
learn about the phone Il"~·stem.

"I don't know, ma~·he I'd .ItO to work
for them for a while."

In ~ecurity even!
"I'd do it, sure. I just as :Hlon pla~'

I'd just as MMln work on either I!!ide:'
E\"en fig'Uring out how to trap phone

phreak ! I said, ~alling )Jark Ber
na~'"s Jrame.

"Y@"', that might be interesting. Yea,
I could figure out how to outwit the
phone phreaks. Of course if I got too
good at it, it might becomf' borin,r
again. Then I'd ha\'e to hope the phone
phreakll got much bottler and ou....
smarted me for a while. That would
rno\'e the qua1it~· of the game up one
level. I might evt>n hove to help them
out, you know, 'Well kids. T wouldn't
want this to get around but did ~'ou

ever think of-!' I could keep it going
at higher and higher lenls fore\'er,"

Thedealer Ilpeaks up for the flMlt time.
He has been llarinlZ" at the soft blinking
patterns of lights and color!! on the
tranlllueent tiled wall facing him. (Ae·
tualty there are no patterns: the color
and illumination of evt'l')" tile is de.
termined by a computeriud random.
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number generator design~ b~' Gilbert
lIOn whieh insures that there eftn be no
meaning to an)' sequence of e,'enU in
the tiles.)

"Those are nice games )'ou're talking
about," llft)'s the dealer to his friend.
"But I wouldn't mind seeing them
screwed. A telephone isn't private an~'

more. You u.n't. SA)' an)'thing )·ou really
want to sa)' on a telephone or IOU ha"e
to go through that paranoid b;:Ji1 - _••
'15 it 0001 to talk on the phone!' I mean,
even if it is cool. if )·ou have to ask
'Is it cool,' then it isn't cool. You know,
Like those blind kids, reople are going
to start putting together their own pri
,'ate telephone compa.,ies If the)" want
to reall)' talk. And )"OU know what else.
Vou don't hear Iilen~ on :he phone
an}'lllO",. The),'ve got thie time-sharing
thing on long-distance lines where ~'ou

make a pause and they s:tip out that
piece of time nnd 'lse it to carry' part
or somebody else', eon"ersation, Instead
of a pause. VI here somebod)"s ma)'be
breathinse or sighin2', )'00 ~t th:s blank
hole and you onl)' start hearing again
when IIOmeone sar' a word and even the
bfo(l'inning of the word is clipped off. Si
lenees don't eount-you're pa)'ing for
them, but they tllkl' thl'm awa~' from
you, It.'. not rool to talk and :)"ou ean't
hear ::IOmeGne when the)' don't talk.
What the hell JP:Ood i. the phone! I
wouldn't mind aeeing them totally
sere....ed."

The Big Memphis Rusl

Joe En,re.s:sia never wanted to ~erew

lIa Bell. His dream had alwa)'s been to
work for her.

The day I visited Joe in his . mall
apartmcnt on Vnion Avenue in :'Item
phis, he was upllet about another set.
back in his application for a telephone
job.

"The)"re stalling on it. I It'Ot a letter
toda)' tellin~ me ther'd ha"e to pmEtpone
the inten';ew I requested 8l{8in. l\I)'
landlord read it for me. The)· gave me
some runaround about wanting papers
on my rehabilitation status but I think
there's 8Omethinll" else $,'oing on."

When I ~witched on the IO-watt bulb
in Joe's room-he sometimes forgt'ts
when be has fU6ts--it looked as if
there wa., enoull"h telephonp hardware
to start a small phone eOmpan)' of his
own.

There is one phone on top of his desk,
one phone sitting in an open drawer be
neath the desk top. ?'ext to the de~k.top

phone is a eigar-bo'lH'i:r.e )I·F devi«
"ith big toggle switchl!'!'. and next to
that is some kind of s,,;uhing and cou
pling device ,,;th jack! and alligator
plugs hlln¢ng loose. Next to that is a
Braille t)'"Pewriter. On the lloor n~xt to
the desk. I)'in, upside down like a l.Iead
tortoise, i. the hDI(-~tted body of an
old blaek standard phone. Acrou the
room on a torn and dust)· eoueh are two
more phones. one of them a toueh-tone
model: t .....o tape reeorders; a heap of
phone patebes Slid cassettes, and a life
site to)' telephone.

Our eonversation is interrupted ever)'
ten minutes b)' phone phreaks from all
o\"er the eountr)' ringing Joe on just
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about e"er)' piece of equipment but. the
to)' phone and the Braille t}-pe.writer.
One rourteen,rear~ld blind kid from
Conn('('ticut ean., up and tells Joe he's
KOt a girl friend, He wants to talk to
Joe about girl friends, Joe !lays the)''}l
talk later in the e"ening when they can
be alone on the line. Joe draws a deep
breath. whistles him off the air with an
earspli~ing" 2600-c)'e1e whistle. Joe is
please.:! to get the ealls but he looked
worried .nJ pl'\'OCC:upied that e,'ening,
hi, brow eonstantl)' furrowed over his
dark wandenllJt' e)'es, In addition to
the phone-eompnn)' stall, he has just.
learned that his apartment house is due
to be demolished in ~ix~)' ds,)',. for urban
renewal. For all its shabbir,_, the
Cnion Avenue apartment has been Joe's
tll"llt hume-.of_hiS-O\'"l! and he's worried
that he nla}' not find another before this
one is dl'molished.

But. what rt'RlI)' bothen Joe ill that
switehnlen haven't been listening to
him. "!"'e been doing some t"hecking on
800 numbers lately, and I"'e difloeO,'cred
that certain BOO numbers in ~ew Hamp
~hire rouldn't be reached from MI oun
and Kansas. Now it rna}' sound like a
small thing, but I don't like to see slop
P)' work: it makes me ieel bad fll'Out the
lines. So ("'e been eallin'l" up ~itehinll"

offices and reporting it, but the)' ha~'en't
rorTe('ted it, I ull"<i them up for the
third time tOOa)' and instead of ehec~ing
they just got mad. Well, that ~15 me
mad. I mean. I do tr}' to help them.
There's something about them I nn't
undetlltand-~'ouwant to help them and
the)' just try to ay rou're defrauding
them."

It is Sunda)' ~'ening and Joe in~;te

me to join him (or dinnt'r at a Holida)'
Inn. Frt>quentlyon Sur..dar evening Joe
takes some of hill welfare money, ealls
a cab. and treats himself to a steak din
ner at one of Mt'mphis' thirteen Holiday
Inns, (:'Ilemphis is the headquarten of
Holiday Inn. Rolida)' Inns have been a
fa"orite for Joe ever sinee he made his
first !!Olo phone trip to a Bell switching
office in Jack5on\'ille. Florida, and
8tared in the HnUday Inn there. He
likes to 8tay at Holiday Inns, he ex
plains, beeau~ Ule)' ~pre!ent freedom
to him and ~ause the rooms are ar
ranged the same all o'"er the rountry so
he know, that on)' Holiday Inn room is
famili:tr uorritor)· to him, Ju~t like an~'

telepnone.,
O,'er !\tell.kl.. in the Pinnllclt' Re"tau~

rant of the Holida)' Inn ;l.1<.'<lical Center
on :'I(adiwn Avenue in X1emphlll, Joe
tells me the hi,h1ights of hi~ liCe all a
phone phreak.

At ag¥ &e"en, Joe learned his first
phone trick, A mean baby-sitter. tired
of listening to liltl'! Joe play with the
phone II. he- alwa)'8 did. constanU)·. put
a lock on the phone dial. "1 got so mad,
When the-re's a phone sittlntt there and
J can't U~ it , , , so I started ~ttir..~

mad and banging the re«h'er up and
down. I notieed I banged it once and it
dialed one. We-II, then I tried banging it
twiee... ." In a few minutes Joe
learned how to dial b~' pressing the
hook switt"h at the right time, "I was so
excited I remember going 'whoo whoo'
and beat a box down on the floor:'

At age eight Joe learned about whi~
tling. "I WaJl J:stening to some inlforeept.
nonworking-number recording in LA,
I was calling L,A, as rar back a8 that,
but I'd mainl)· diftl non"'orkiJlg numbers
because there wall no ehRrgt!, and I'd
listen to tne!*! rerordingll all day. Well,
I was whistlin~ 'cause listening to tht>se
rewrtlinp un be boring aflt'r a while
~'en if the)' are from LA., and all of a
sudden, in the middle of whistlinJr, the
recording clicked off, I fiddleJ around
whistling gome more, and ~he same
thing hapPt'ned. So I culled up the
switch room and said, 'I'lli Joe, I'm
eight )'ears old and I want to kno..... why
when I whi Ie thill tune the line elieks
ofl'.' He tried to uplain it to nle, but it
"'as a little too tecnnical at the time, I
went on learning, That wa,! a thing no
body wa, going to lltop me from doing.
The phones were my life, and j WM go·
Ing to pal' an)' prict' to keep on lear.linjf.
I knew I eould go to jail. Rut I bad to do
what I had to do to k~p on learnin~:'

The phone is r:nJ{ing l\'hen w~ walk
baek into Joe's apartment on Luion
Avenue. It is Captain Crunch, The Cap
tain has been following me around b)'
phOM, calling up ev.,r)'where I go with
additional bits of advice nnd explana
tion for me and whatever phone phrcak
I happen ;.0 be vi.!litin~. This time the
Captain report3 he is calling from wnat
he describes all "m)' hideawa)" hhl'h up
in the Sierra Xcvade." He pulses out
luu)' 8ulv08 of M-F and ltll~ Joe he ill
about to "go out and get a ::'Ue action
tonight. Do so~e phre,ldng of another
kind, if )'OU knell\' what 1 meal'.'· Joe
chuckle..

Tne Calltain then t~lb me to nlake
sure I understand ~hat "'hat he told me
about tying up the nation', phone lines
was true, but that he and the phone
phl"l'aks J>. j.;new never used the tech
nique for sabota~e, Thfoy only learned
the t~hniqu" to help the phone rom
pany.

"We do a lot of troubleshootinll' for
them. Like tbis Kew Ramps-hire :'Iii!'\
souri '"ATS-line Raw I've been scream,
ing about. We help thelll more thall
they know."

After we sa)" JP:OOd-b~'e to the Captain
and Joe whistles him oiT ~he Hnl'. Joe
tells me about a disturbing dream he
had the night before: "1 had been
('aught and the)' were taking nlE' to a
prison. It was a 10llg trip, They were
taking me to a prison a lonl( lu;,g way
away, And we stopped at a Holirlay Inn
and it wa!ll m)' last night e"cr at a Holi
day Inn. and it was m~' lallt night c ..er
ulling the phone and I waa erying Rnd
erling, and the lad)' at the R:lhday Inn
said. 'Gosh, honey. you should never 00
sad at Il Holida)' Inn. You should al
ways be happy here. Ellilecilllly since
it's your last night.' And that just made
it WOf!!(' and J was sobbing !O Dlueh I
rouldn't stand it."

Two weeks after I left Joe EnjtTeS
ilia's apartment. phone.companr !<~u_

rit), agents and MemphiJII poliee broke
into it. Armed with a warmnt, which
the)" left pinneo.! to a wall, they ron t1s
(".ted every piece of equipment in the
room, ineludin, hiJII to)' telephone, Joe
wa. placed under arrest. nnd taken to



the city jail where he was forced to
spend the night since he had no money
and knew no one in l'llemphill to call.

It. iSliot clear who told Joe what that
night, but someone told him that the
phone company had all. o~n-and-shut

ease against him because of revelations
of illegal nctivit~· he had made to a
phone-eompany undercover asrent.

Br morning Joe had become convinced
that the reporwr from ElIquire. with
whom he had spoken two weeks ago,
was the undercover agent. He probably
had ugly thoughb about someone he
couldn't see gaining his confiden<:e, lis
tening to him talk about his personal
obsessions and dreams. while planning
all the while to lock him up.

"I reall)' thought he Willi a reporter,"
EngTessia told the Memphis Press
Scimitar. "1 told him ever~tthing... !'
Feeling betrayed, Joe proceeded to con
fess eyer)1:hing to the press and police.

As it turns out, the phone company
did use an undercover agent to trap
Joe, although it was not the Esquire
reporl.er.

Ironically. security agents were
alerted and began to compile a case
against Joe because of one of his acts
of love for the system: Joe had called
an internal service department to report
that he had located a group of defective
long-distance trunks, and to complain
again about th4. Kew Hampshire/Mis
souri WATS problem. Joe always liked
?ora Bell'~ lines to be clean and respon
sive. A suspicious switchman reported
Joe to the security agents who discov
ered that Joe had never had a long
distance call charged to his name.

Then the securit)' agents learned that
Joe was planning one of his phone trips
to a local switching office. The security
people planted one of their agenl$ in
the switching office. He posed as a
student switchman and followed Joe
around on a tour. He was extremely
friendl~' and helpful to Joe, leading him
around the office by the arm. When the
tour was over he offered Joe a ride back
to his apartment house. On the way he
asked Joe--one tech man to another
about "those blue boxe!''' he'd heard
about. Joe talked about them freely,
talked about his blue box freel~', and
about all the other things he could do
with the phones.

The next day the phone-compan)' se
curit)' agents slapped a monitoring tape
011 Joe's line, which eventuall~' picked up
an illegal call. Then they allplietl for the
search warrant and broke in.

In rourt Joe pleaded not guilty to pos
se!lsion of a bluc box and theft of !lcr
vice. A sympathetic judge reduced the
charge; to malicious mischief and found
him guilty on that count, sentenced him
to two thirty.dn)' sentences to be served
concurrentl~' and then suspended the
sentence on condition that Joe promise
never to pla~' with phones again. Joe
promi~ed, but thc phone l'ompnny re
fused to restore his service. For two
weeks after the trial Joe could not be
reached except through the pay phone
at his apartment house. and the land
lord screened all calls for him.

Phone-phreak Carl managed to get
through to Joe after the trial, and re-
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pone<! that Joe lIOunded crushed b}' the
whole affair.

"What I'm worried about," Carl told
me, "is that Joe means it this time. The
promise. That he'll never phone-phreak
again. That's what he told me, thnt he's
gil'en up phone-phreaking (or good. I
meaD hhl entire lire. He says he knows
the)""" going to be watching him 50

c:Iosel~' (or the relit of his life he'lI never
be able to make a move without going
straight to jaiL He sounded VeT}: hroken
up b)' the whole experience of bemg in
jail. It was awful to hear him talk that
war. I don't know. I hope malo'be he had
to lIOund that wa)'. O'·er the ph,;me, lo'OU
koo",-:'

He reports that the entire phone
Ilhreak underground is up in armll o"er
the phOne rompan)"', treatmt'nt of Joe.
"Allthe while Joe had his hope. pinned
on hill- application for a phone-('<)mpany
job, they were Il-tringing him alonl! ~
ting read)' to bUilt him. That gct.~ me
mad. Joe spent most of his time helpinl.!
them out. The bBJltards. They think the)'
can use him CllI an example. All of a lIud·
den they'rt' hanl$sing us on the coau.
Agents art' jumping up on our lines.
The)' just busted - - - - - - 'II mute )"f!:!IUor_
da)' and ripped out his line!!. But no
matter what Joe does, I don't think
we're goin~ to take this I)ing down.. '

Two weeks later my phone rings and
about E'iliC"ht phone phreaka in succel!lIion
~a\' hello froll: about eiEht different
placell in the eountr)·. among them Carl,
Ed, and Captain Crunch, A nationwide
phone_phreak conference line has !wen
reatablishM through a s\\itehinji(' ma
chine iD - - - - - __ -. with the coopera
tlon of a dllOgTUOUf:'d ",luhman

"We ha\'e a special gtle:!t W1 us t~

day," Carl tells me,
The next voice T hear is Joe's, He re

ports happil)' that he hilS just moved to
a place called )1illington, Tennessee, fif·
teen miles oubide of )femphill. where
he hal! been hired all a telephone.set re
pairman b)' a .!!-mall independent phone
rompan)'. SomMar he hopes to be an
ec'Iuipment troubleshooter,

"It's the kind or job I dreamed about,
The)' found out about me from the pub
licity surrounding the tria\. :\laybe lIa
Bell did me a (.\·or bU:!ltinlt me. '1' ha\'e
tE'lephones in 01)' hands an day Ion;!","

"You know thE' expre sion, 'Don't get
mad, get even'?" phone.phrenk Carl
a~ked me, "Well. I think the)"re going
to be very' .!Iorr)' about what they did
to Joe and what thE')"rl! tr);ng to do
to us." fl+

United States SaVings
Bonds constItute Qne of
the easiest and safest
ways to build a nest egg
for yourself. They now pay
the highest interest rate
ever, and can be bought
thrQugh payroll savings
where you work or on the
Bond·A·Month plan where
you bank. Ask about them

at e,ther place.
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